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About this Manual

Release note

Beken Flash Image Loader

This document describes the flash downloading process and parameter selection
of beken wifi chip. It also lists some common problems and corresponding
solutions. This document is intended for download tools 2.0.8.1 and later,

Date Version Release note

2022.01.07 V1.0.0.1 First version

2022.05.31 V2.0.0.0 cmake refactor,add the linux
version

2022.10.12 V2.0.3.0 1.Adjustment of
organizational structure;
2.Performance optimization;
3.Multi-platform
compatibility

2023.2.1 V2.0.8.1 1.Efficiency optimization for

the pressure test of business
functions;

2Improve  tool  stability,
compatibility and reliability;
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1.Preparatory work

Software and hardware resources required by Beken wifi chip for Flash downloading
and downloading are shown in the figure below (Figure 1-1-1),
® Hardware device:
O 1 x uart serial cable;
O 1 x beken chip;
O 1xPC (The operating system supports Windows7 and Windows10, and is
compatible with various Linux versions;
® Software device:
O Download Tool: BKFIL.exe
O Commandline Tool: bk_loader.exe

BKFIL Main Tools  Configuration  Help
USB-SERIAL CH340 (COM7)-—[ BaudRate: 1500000 ] [ SelectPort |
Select Bin File
Bin Path ‘D/Z*Soﬁware/bk 723Tn/bk7231n_OSK_F-3.0.24 SDK_3.0.36/all_2M.1220.bin; 5‘
| ReadFlash || EraseFlash ||  Download |
Status
2022-01-10 11:15:00.211  Boot_Reboot
2022-01-10 11:15:00.213  Total Test Time : 13,091 s
2022-01-10 11:15:00. 214
2022-01-10 11:15:00. 215 _ (done)
2022-01-10 11:15:00. 216 Il
2022-01-10 11:15:00.217 S
2022-01-10 11:16:00.218 /£ AL N/
2022-01-10 11:15:00.219 | CI [ D [ |1 —7/
2022-01-10 11:15:00.209 A\, [\ /| [LN_|
2022-01-10 11:15:00,220  {AI1 Finiched Successfully} l
Exit )
Beken Flash Image Loader(BKFIL)  Application Version:1.0.0.1
Figurel-1-1 source of software and hardware

Bekencorp
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2.Hardware description

2.1 Uart Serial port baseplate

Bekencorp

In this guide, we use the Beken wifi chip and related modules (as shown in the
figure) as the USB to serial board, the core part of which is the USB to UART
chip. Customers can also automatically prepare other USB to UART chips or
baseboards for connecting the chip to the PC and then downloading the
firmware into the device,

Figure2 — 1 - 2 Serial port baseplate prepared by the user

5 2023/2/1
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2.2 Prepare to download

2.2.1 Connect to device

Figure 2-2-1-1 Schematic diagram of device connection - BK7231N series

Bekencorp 6 2023/2/1
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3.Software description

3.1 Ul introduction

Figure 3-1 shows the main window of the BK Flash Image Loader Tool. On the
main window, you can select the firmware to be downloaded,

- =B %
BKFIL Main Tools  Configuration Help
USB-SERIAL CH340 (COM7)--[ BaudRate: 1500000 ] [ selectPort |
Select Bin File
Bin Path |D:fZ—Softwal’e/bk?ZSWnJaII_ZM.'\ZED.bin: B‘
[ ReadFlash || Ereseflash || Downicad |
Status
2023-02-01 16:42:21, 745  Vriting Flash OF
2023-02-01 16:42:21, 745
] {done)
e e
e Rl S
[l Lo L] s
S 1) 1
{411 Finished Successfully} l
| Exit ]
Beken Flash Image Loader(BKFIL) Application Version:2.0.8.0
Figure 3-1-1 main window of the download tool
7 2023/2/1
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3.1.1 Function introduction

- o x
BKFIL Main Tools  Configuration  Help
[ USB-SERIAL CH340 (COM?7)—[ BaudRate:2000000 ]| [ SdectPort
Select Bin File serial port information select serial port
Bin Path ‘D:foSOFtWEre/kaBWn.’slI'ZM.WZZO.bin; BJ
firmware path . _ y
| ResdFlash || ErseFlash || Download |

Status
2023-02-08 11:31:08.494  ¥riting Flash OK

2023-02-08 11:31:08. 494

- (done) .

} print log
2 [} [
IR S
A O |
{All Finished Successfully}

[ Exit |

Beken Flash Image Loader(BKFIL) ["Application Version:2.08.1 | tool version

Figure 3 — 1 — 2 main window introduction

As shown in the picture, "BK_Flash_Image_Loader_Tool” Ul functions are divided into:
® Serial port information

select serial port. select baudrate

select firmware

read flash

erase flash

download flash

show log

Bekencorp 8 2023/2/1
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3.2 Configuration introduction

3.2.1Common configuration

BKFH_ Main Tools Configuration Help
Download Config Bin File Path Browse StartAddr FileLen FileCRC
D:/2-Software/bk 7231 n/all_2M.1220.bin W Browse iLr 0x132000
O W Browse
0 Download path config W Browse
D W Browse
O W Browse
6 [ ¥ Browse
Device [D: [ I L L I JT ]]exo0oo0000]| 6 | & Auto rlling codel| 1 |
. =
Device Name: | |[oxoooooo00]| |
Efuse File: | 3 |
Run After Download @D GrOMEndAtS
Commen Setting
# Download Bin File Erase All
| Download Efuse Secure Baot fiash config
Download Device ID oTP
| Download Device Name Enable BigEndian 1D

Figure 3—2 -1 - 1 configuration window

As shown in the picture, "BK_Flash_Image_Loader_Tool” Ul functions are divided into:

® Download path config
O Firmware path;
O Select path;

O Start address,include in read / erase / download, in

O Length of firmware;
O CRC of firmware;
® Customer data

Hex;

O Device ID ,MAC information, include in MAC name, start address, length

of MAC, auto rolling code, length of rolling

code;

O DeviceName, include in device name,start address,length of device name;
O Efuse key file, path of efuse file,include in efusekey,secure boot,OTP,and

other data,
O Reboot after download,;
® Flash Config
O Download firmware;
O FErase all;
O Download efuse data;

Bekencorp 9
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Download secureboot data;
Download OTP data;
Download DevicelD;
Download DeviceName;
Enable bigendien;

O O0OO0OO0O0

3.3 Help introduction

3.3.1Language and Theme

This function is based on the user's usage habits, customize the usage environment, currently
supports switching between Simplified Chinese and English, as well as different Ul theme
colors;

3.3.2Upgrade online

BKFIL Main Tools  Configuration  Help

Languages & Theme Upgrade

About

current version: 2080

latest version:

Check New Version

Figure 3 -3 -2 - 1 Upgrade online
Important function;
1. Click button “Check New Version”, find the new version, select it as required;
2. Toselect the historical version, click "latest version" on the interface continuously, Figure3

Bekencorp 10 2023/2/1
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—3-2-2 Follow the steps: 1)->2)->3);

Figure 3 -3 -2 - 2 historical version,upgrade online

3.3.3 About introduction

This page shows the information of beken;

Bekencorp 11 2023/2/1
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4. Download process

4.1 Configure parameters before download

® click on the toolbar at the top of the Configuration button, switch to download

Configuration interface;

Main Tools  Configuration Help

® click Browse button, select need to download the firmware;

Bin File Path Browse StartAddr FileLen

FileCRC

K

Dnf2-Software/bk 7231n/all_2M. 1220 bin # Browse |0

(]

@ Browse

3

# Browse

A

¥ Browse

L

Oo(go|o|o

@ Browse

® according to the requirements of write/read/erase, fill out the start address of the

corresponding. The default is O, the start address of the part of the chip is: 0 x11000

(bk7231 and download bk7271 safe mode, etc.), pay attention to the need to input

hexadecimal data;

® according to the requirement, choose corresponding EfuseKey files, used for

download Efuse encrypted information;

Efuse Key: | D:/efuse_72711xt = |

® according to the requirement, choose corresponding functions in the Common

Setting:
®)

©)

©)

download the main program, the default download condition is need to
select this checkbox button;

erase all, mainly for downoad and erase, whether to enable the whole piece
of erasure;

download efuse data, Select as required based on the current chip type and
requirements;

download secureboot data, Select as required based on the current chip
type and requirements;

download OTP data, Select as required based on the current chip type and
requirements;

® After the configuration is complete, click the Main/ Home button to return to the home

screen and perform related requirement;

® in the main interface will provide a set of the current default insert PC USB device and

Bekencorp
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the default baudrate, if not satisfied, then click on the "SelectPort" button, choose
according to needs precise need serial port information, click OK to save the Settings,
See Figure 4-1-1 and Figure 4-1-2 below:

BKFIL Main Tools  Configuration — Help

| USB-SERIAL CH340 (COM7)-—[ BaudRate:1500000 | | [ SelectPort |

Figure 4-1-1. Serial port information

Select Port

1 |BEfFRDO (COMT)

2 |USB-SERIAL CH340 (COMT)

3 | Silicon Labs CP210x USB to UART Bridge (COM®Y)

4 |USB-SERIAL CH340 (COM3)

o

BaudRate: |1500000 "]

| oK | | Cancel |

Figure 4-1-2. Interface for selecting serialport information

4.1.1 Download

1. Enter the configuration interface, fill in the bin file to be downloaded and the corresponding
download address, and fill in Erase ALL, Download Efuse, SecureBoot, Run After Download,
COM and BaudRate information according to your actual requirements. Figure 4-1-1 shows
the configuration page;

Bekencorp 13 2023/2/1
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Figure 4-1-1-1. the configuration is complete
2. Click Download on the home screen to download the file. During the download, the bin
file and Efuse information are downloaded according to the information configured by the
user,
3. After download, the tool interface is shown in the figure below (4-1-1-2).

Figure 4-1-1-2. The download is complete

Bekencorp 14 2023/2/1
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4.1.1.1 Enable encryption function

BK7231N series

Open the configuration file. In [efuse_cfg], the related configuration items are described as
follows (True: enable, False: disable).:

®efuse_cfg]-coefl/2/3/4

The configuration item is Efuse password configuration information;

® efuse_cfg]-enEncryptWord

Efuse Specifies whether encryption needs to be enabled, that is, encryption is written into the
password. However, this parameter does not take effect after the system is powered on;

BK7271 series

To configure the encryption function, Open the configuration file. In [public_key], the related

configuration items are described as follows (True: enable, False: disable).:

®[ public_key]- boot_key0 / -+/15

This configuration item is the public key information to be written to the register;

®|[ security_boot]- security_boot

This parameter is set to security_boot whether to start the system. That is, public key
information is written. However, this parameter does not take effect after the system is started;
®[ security_boot]- DevicelD

This parameter is set to the ID of the latest production version of 7271. Only the latest version
of the chip supports SecureBoot. SecureBoot is used to intercept ids of non-latest versions;

Note: After the encryption function is enabled, the downloading is started, which is divided
into two stages. Firstly, the encryption process is carried out, and then the downloading
process is entered after the encryption is completed. Firmware downloading process, will be
to chip efuse downloading key and other information. After the firmware and efuse are
downloaded, "done" is displayed to complete the downloading,

4.1.2 Erase

The user can choose erase all or partial erasure according to the demand;

Erase all: Erase the whole piece, according to the current model of Flash, erase the length of
a fixed size, that is, erase the whole piece;

Partial erase: Determines the start address and length of the erase based on the start address
entered by the user and the length of the bin file.

As shown in Figure 4-1-2-1:

Bekencorp 15 2023/2/1
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BKFIL Main Tools Cenfiguration  Help
USB-SERIAL CH340 (COM7)---[ BaudRate:115200 ]
Select Bin File
Bin Path D:/2-Software/bk7231n/bk 72310 0SK_F-3.0.24 SDK_3.0,36/all_2M.1220.bin =
( Stop | Download
Status
2022-01-10 11:08:25. 167  REG_SYS CTRL_CLK SET_ADDR=0x1400001
2022-01-10 11:08:25, 172  EEG_SYS_CTRL_CLK SET_ADDR - 0x1400010
2022-01-10 11:08:25. 177  EEG_SYS CTEL_CLE SET_ADDR=0x1400010
2022-01-10 11:08:25. 178  End Set DCO
2022-01-10 11:08:25. 179 Current Chip is : 721N
2022-01-10 11:08:25, 181  Got FLashNID: 0x1560eh
2022-01-10 11:08:85. 182 Unprotecting Flash
2022-01-10 11:08:25. 183  Link2lartPort : 1
2022-01-10 11:08:25, 188 Unprotected Flash -rpass
2022-01-10 11:08:25. 189 Begin EraseFlash l
. Exit |
Beken Flash Image Loader(BKFIL)  Application Version:1.0.0.1
Figure 4-1-2-1is erasing
Important configuration:
If you need to perform operations, perform the following operations:
- 0O x
BKFIL Main Tools  Configuration Help
Download Config | Bin File Path | Browse StartAddr FileLen FileCRC
M | D2-Software/bk7231ndall 2M.1220.bin # Browse 0 0x132000
2 _“%x-l J@ Browse |0 —» @ 1000 —> ®
3 @\J %2 @ Browse 10000 1000
2 | # Browse
B | ¥ Browse
S | i# Browse
Device ID: [ L[ ] [oxo0000000][ 6 | Auto roliing code | 1 ]
Device Name: | | oxonoooooo|| |
Efuse File; | & |

Run After Download @D

Common Setting

! Download Bin File ["] Erage Al
[C] Download Efuse [ Secure Boot
[l Download Bevice ID [] o1P
| Download Device Name [_] Enable BigEndian ID

Figure 4-1-2-2 Set a special erasure mode

Scenario 1: You need to customize the range of erasure, If the length of erase from address
0x00 is 0x1000, as shown in the red box in the above figure, double-click in a blank area in
the StartAddr column and enter the start address of erasure 0. Then double-click in a blank
area in FileLen column (2), enter the erase length: 1000, and press enter. Then click the check
box at (3), and an x-1 string is generated in the BinFilePath column, indicating that a custom

Bekencorp 16 2023/2/1
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task created has been generated;

Scenario 2: Multi-segment erasure is required, On the basis of scenario 1, generate multiple
x-n tasks in the same way. Check the checkbox in the list according to your requirements. If
it is checked, it indicates that you want to use this task for operation;

4.1.3 Read

According to the demand, the user selects the bin file content downloaded in the wifi chip;

According to the start address entered by the user and the length of the bin file, confirm the

start address and read length of the Flash.
As shown in Figure 4-1-2-2:

BKFIL Main Tools

USB-SERIAL CH340 (COMT7)-—-[ BaudRate:115200 |

Select Bin File
Bin Path

| Stop

@

Status

Configuration ~ Help

2022-01-10 11:37:35.671 Start Set DCO

2022-01-10 11:37:35, 7&7 ICU_PERI_CLE_NITE=0x41

2022-01-10 11:37:35.775 ICU_PERI_CLE_MITE=0x1

2022-01-10 11:37:35. 780 REG_SPI_CTRL=0xc20100, div=3
2022-01-10 11:37:35. 787 REG_SPI_CTRL=0xc20300

2022-01-10 11:37:35. 792 REG_SYS_CTEL_CLE_SET_ADDR=0x1400001
2022-01-10 11:37:35. 796 REG_SYS_CTRL_CLE_SET_ADDR -> 0x1400010
2022-01-10 11:37:35. 800 REG_SYS_CTRL_CLE_SET_ADDR=0x1400010
2022-01-10 11:37:35.801 End Set DCO

2022-01-10 11:37:35. 802 Current Chip is i V231N

2022-01-10 11:37:35. 803 Begin ReadFlash. ..

Exit
Beken Flash Image Loader(BKFIL)  Application Version:1.0.0.1
Figure 4-1-2-1 flash reading
Important configuration:
If you need to perform operations, perform the following operations:
For details, see Erase;
Bekencorp 17 2023/2/1
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5. Download from the command line

5.1 Instruction manual

® command line need to use bk_loader. exe program;
In the command line window, input "--help" to view all command sets. Each command
has instructions. For illegal commands, an error message will be displayed, as shown
in the following figure:

= /drives/d ./bk_loader.exe --

< loader.exe [OPTIONS] [SUBCOMMAND ]

Print this
bk_loader ve

Subcommand
download download fl
erase

Figure 5-1-1 Help manual
You can see the current version number and the three subfunctions in Subcommands,

[EWEREUESEN . /bk_loader.exe download --help

ader.exe download [OPTIONS]

1 s help message and exit
rtinfo INT:INT in [0 - 255] REQUIRED ial
INT in [0 - 300000
ILE Exclude i input a b e path
ILE Exclude F input a safe bin file path
TEXT i 2 .Hex data
to record log and detail inf

er
in

- 1] [reboot]
-1 d fin

except enable is true or false

input publickey file path
set devicelD manufacture in
se 11

Tength], su ac=aabbccddeet f@ax1e000-6
ngth], such ken@ox2et
t big-endian

input ota_key
input ota_iv
input some bin files path,such as "bootloader.binGd,bsp.bin@11060", the first file name is bootlaoder.bin,startaddress is 0x80 and second file
is oxt1000
secure boot print log enable

Figure 5-1-2 Help manual-download

EWERIED . /bk_loader .exe erase --help

\bk_loader.exe erase [OPTIONS]

1p Print this help message and exit
rtinfo INT:INT in [@ - 255] REQUIRED i erial
udrate INT:INT in [0 - 3000006] i rt baudrate
~freedom-read TEXT Exclud input freedom address and file length,Hex data,such as " [0-10000 or x-1.bin@0-10008,D:\all.bin16000-1008,20000-10000]"
input a bin file path
rtaddress Hex data,such as "0" or "0-10080"

to record log and detail i

ug mode use
ay in rom
input scme bin files path,such as "bootloader.bin@o,bsp.bin@11600, ", the first file name is bootlaoder.bin,startaddress is ©x00 and second file

0x11000

Figure 5-1-3 Help manual-erase

Bekencorp 18 2023/2/1
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[ENEEYEIEN - /bk_loader.exe read --help

k_loader.exe read [OPTIONS]

print this help message and exit
in port number
it port baudrate
ut freedom add and file length,Hex ch as " [0-10000 or x-1.bin@e-10000,D:\all.bin10ee6-1600,20000-10060]"
le

tadd x data,
ug mode,use to record log and d
y in rom

e-dco
ault file path and file , from user input content
some bin files path,such as *bootloader.bin@®,bsp.bin@11600," the first file name is bootlaoder.bin,startaddress is 6x6@ and second file

Figure 5-1-3 Help manual-read

5.2 Examples of common command lines

function | cmd notes
bk_loader download —p 7 —i all.bin General default download
bk_loader download —p 7 —b 2000000 —i | Set the baud rate of the serial port to
all.bin 2M (1.5M by default)

bk_loader download —p 7 —i all.bin —s 11000 | Set the start address to start
downloading from 0x11000

bk_loader download —p 7 --mainBin-multi | Multi-file downloading, using the --

download ]

all_2M.1220.bin@0x0-0x1000, mainBin-multi parameter, according

all_2M.1220-4k.bin@0x132000-0x1000 to the format, enter the path name +
@ + "start address" + "file length”

bk loader -h For other customer data writes, see
BKFIL -h for more information on
writing

bk_loader read —p 7 —i all.bin The general default value is read from
the start address 0 and the length is
all.bin

bk_loader read —p 7 —i all.bin —s 0-1000 The start address is 0 and the length
is 0x1000

bk_loader read —p 7 —f 10-1000 The starting address is 10 and the
length is 0x1000

read bk _loader read —p 7 —f 10-1000, 1000- | In the example, three pieces of
1000, 10000-1000 content are to be read:

1: The start address is 0 and the
length is 0x1000.

2: The start address is 0x1000 and the
length is 0x1000.

3: The start address is 0x10000 and
the length is 0x1000,

Bekencorp 19 2023/2/1
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bk_loader read —p 7 —f
all_2M.1220.bin@0x0-0x132000,x- 1@0x0-
0x1000,x-2@0x2000-0x2000

In the example, three pieces of
content are to be read:

1. indicates the file name
all_2M.1220.bin, the start address is
0, and the length is 0x132000.

2: indicates the file name x-1.bin. The
start address is 0 and the length is
0x1000.

3: indicates the file name x-2.bin. The
start address is 0x2000 and the
length is 0x2000,

erase

bk_loader erase —p 7 —i all.bin

The normal default value is deleted.
The value is deleted based on the
length of all.bin and the start address
is0

bk_loader erase —p 7 —i all.bin —s 0-1000

The start address is 0 and the length
is 0x1000

bk_loader erase —p 7 —f 10-1000

The starting address is 10 and the
length is 0x1000

bk_loader erase —p 7 —f
all_2M.1220.bin@0x0-0x132000,x-1@0x0-
0x1000,x-2@0x2000-0x2000

In the example, you want to erase
three pieces of content, namely:

1. indicates the file name
all_2M.1220.bin, the start address is
0, and the length is 0x132000.

2: indicates the file name x-1.bin. The
start address is 0 and the length is
0x1000.

3: indicates the file name x-2.bin. The
start address is 0x2000 and the
length is 0x2000,

other

bk_loader —h

For other features, see bk_loader -h

for more

Bekencorp
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6. Common Errors

6.1 COM / Serialport related Errors

1. You cannot find the corresponding serial port in the COM/ttyUSB drop-
down list after opening the tool?

Reply: Check the device manager and ensure that the serial port is
successfully installed.

If not, check whether the driver is faulty,

6.2 Efuse-related Errors

2. After starting downloading, if the message "BEKEN_SWDL_LinkCheck
timeout" is displayed, the chip may have done Efuse and cannot be
downloaded again. In this case, it is necessary to contact beken to obtain the
corresponding solution;

6.3 Downloading related errors

3. There is an error in the process of downloading, what reason?

reply: Please confirm the downloading problem first:

B select the correct serial port;

B baud rate conform to the requirements of the Uart board protocol;
B firmware bin file size no greater than the size of the Flash chip;

6.4 Command Line Parameters are Incorrect

4. The baudrate is incorrectly set. The baudrate limit ranges from 0 to 3000000;
5. The input file does not exist;

Bekencorp 21 2023/2/1



N\
5 BEKEN Beken Flash Image Loader
oy ’

Appendix A. struct of the program

beken wifi chip download tool is a zip compressed file package, containing
executable files, subfolders, as shown in the figure below:

doc

5= bk loader.exe
"\ BKFILexe

Doc folder: deposit documentation;
BKFIL.exe: downloading tool executable file, GUI project;
bk_loader.exe: Command line download tool;

settings.ini . The file is generated dynamically. The file does not exist initially. The
memory file is generated only after it is used again,;

Bekencorp 22 2023/2/1
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Disclaimer and copyright notice

The information in this article, including the URL for reference, is
subject to change without notice,

The document is provided "as is" without warranty of any kind,
including any warranties of merchantability, fitness for a
particular purpose or non-infringement, and any warranties of
any proposals, specifications or samples referred to elsewhere.
This document disclaims any liability, including liability for any
patent infringement arising from the use of the information
contained herein. No estoppel or other license to use any
intellectual property, express or implied, is granted herein,

The Wi-Fi Alliance membership logo belongs to the Wi-Fi
Alliance. The Bluetooth logo is the registrar label of the Bluetooth
SIG.

It is hereby stated that all trade names, trademarks and registered
trademarks mentioned herein are the property of their respective
owners,

Copyright © 2023 bekencorp. All rights reserved.
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